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(SvT) Ab«»lracit: th^ w^^ihod ram^ii tmm^ 

dci^tiii^on noiic in a mobile ad hoc netXvork- 
Tiie miM\i2. iis^hoc fsetwork jj>cludes a plwriiH.tv 
i-jf intemd-dmtti: rntfhile nodes- beiweati Oic 
source node ^md the di^^liric;liori r-sy^c, and 
ji pjuraiity of wirekiis cfc>mmur)jcatiojv links 
ct>mK»:;i;ihg the rjsxisjii: iog^riher. Tlii:: incihod 
IrjcWsSi «l the saufcti node, discovering 
jiouting to Che ifeslinatwK riod<5, nif-kjag; 

ihe fiestiftittsbil m>iiie alon^ a f^ltJRiHi^ die 
discovenjts based ijpoii li^e rankhig. TTie 

link meuic xm-/ itjipliide a m^axic^-iSt c>f Hnk 
deliJA^ jAfjk ca-jacUy, link £svail;iblei eapacity, 
3Md/or link; tY*3it ai7i5%. 
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trnisTzmjE Pkm mMiTTm mmim m a mobii^ m hoc network 

Back^gound of the Inv'Sntion 

rapidly developing area of v^iEeless netwof Jcs is 
mobile ad hoe networks. Physical lyy a roobile ad hoc net-work 
includes a number of geographically-diistiributed. pofceiitislly 
mobile nodm «ireiessly conneet^d by one or mt& eadio 
f reqvieney chaimels> Gori^sared with other type of -.aetworks, 
§:uch as cellular netwoa^ks or satellite jietworks, the laost 
10 distinctive feature of mobile ad hoc networks is the lack of 
any fixed irif2Jastrucfctare. The network is formed of mobile 
Aodes: only, and a lietwoxfc is created on the fly as the rxodes 
transmit to or receive from other nodes. The network does riot 
in general depend on a particular node arid dynamically adjiists 
15 as some nodes join or others leave the network. 

An ad hoc network can be quickly deployed and 
provide xmich aeeded coiamunications . Ad hoc networks will 
allow people to exchange data in the field or in a class room 
without using any network structure except the one they create 
20 by simply turning on their computers or PDAs^ for example. 

Hew applications for mobile ad hoc networks will 
continue to emerge and become an important part of the 
corruE^unication structure. t>ue to the lack of ia fitted 
infrastructure, nodes must self --organize and reconfigure as 
25 they move, join or IsaVe the network, JSVll nodes could 

potentially be functioKally identical and there sttay not be any 
natural hierarchy or central controller in the network. Mariy 
network-controlling functions are distributed aiaon^ the nodes. 
Nodes are often poWered by batteries arid have limited 
30 communication and: computatioh capabilities. Tim bandwidth or 
the system is usually iimitfed. The distance betvieen two nodes 
often ©Hceeds the radio transmission ranges and a trarismission 
has to be relayed by other ixodes before reaching its 
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destinateioa. Consequently, a xxetworX has a xuultihop topology, 
ana this topology cJianges as the nodes K.ove around. 

The Mobile Ad-Hoc Networks mmm) workiivg grouj. «f 
the Tiit^rnet Engineering ^^ask Force (IBW) has fcee^ activ^ay 
eva-^uatina and standardising routing, incluciing imltiqa^tang, 
proi-o.ols. Because the nei^woxl^ topo:X6g^ changed arbitrarily 
as the nodes ^ove, it^formation is subject t^o becoming 
o).soiet:e. and different nocte. o^tm haw different .^iaws of 
tue network., both time (infox^atioh my he ^ut^ated at, sorae 
nod^e b.t current at others) ^nd in .pace (a node Tuay only 
icnow the network topology in its neighborhood usnally not tar 

away f xoia itself) . 

^ .outing protocol needs to adapt to fre-guent 
tot>ology changes ahd with l.M accurate information. Becaus. 
o-i^ tb#se unique :requirements, routing in these networks 
^^ry'ditf^^ant t.cm others. Gathering fresh inf orx.atiotx about 
-fee entire networfc is often costly and impractical. :Many 
routine protocols are reactive (on-dentand) protocols: they 
collect routing infor:«ation only when necessary :an4 to 
destinations they need routes to, and do not generally 
.^intain unused routes after ^ peridd of ttoe. ^^hi^: way ^ 
the routin<^ o^rhead is greatly ^ed^ed co^ar.d t^. pro-act ive 
protocols ;.hich maintain routes to all destination., at all 
tixm- i* imtjortant for a protocol to be. adaptiye. Ad Hoc 

oi^'oe^and Bistan^^ ^ect:or immi , Dy«ic Source Routing CDSR) 
and Worally Ordered Routing algorithm (TuRR5 are 
representatiye of on^deisai^ routing protocols presented at the 

mmi' ssorking group. . , ^ 

Fxainpie:.s of other various routing protocols xnoluae 
n^..inatidn-Sequenced Distance Vector (OSDV) routing which is 
disclosed in O.S. Patent Ho. 5,412,554 to Perkins, and 2one 
R.ut^n« protocol imi^) which is disclosed in t).S. latent 
6, 304 ,556 to Haas. 2RP is a nybrid ptotocdl using both 
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proactive and ffeactl^e approaches based upon distaUGe from a 
soxirm node. 

These corr/entioiial routing protocols use a fee.st 
effort approach :ln seler-ting a route from the aotjrce: node to 
5 the destination node. Ti-pically, the nxixtibex of hops: is- the 
main criteria (xuetric) in Suoh a best effort approach. In 
other ..ords. th^^ rduts with the least mmt of hops is 
SBlected as the transiaission route. 

Qiiallty-of-sei^vice {QoS) routing in laobile sd hoc 
10 networks is gaimng interest. To provide cpality-oJ:- service, 
tiis protocol needs hot only to find a route but also to secure 
the ve^onx^^^ ^long the route. Because of the limi^^ed, shared 
Mndwidth of the astworJc, and lack of central controller which 
can aocount :f0.r ahd cont:roi these limited resources, nodes 
15. nmst xxegotiate with each other to manage the resources 

required for QoS routes. This is further complicated by 
Sre^uent topology changes. Due to these constraihlis , QoS 
routing is more demanding than best-effort routing. 

soxae sKamples of QoS routing approaGhes are set 
20 forth by Chenxi 2hu ih the publication entitled -Medium J^cdess 
control and Quality-of- Service Rautliig fdr Mobilie M ffoc 
Networks," 2^01, aad by Mi^hakkak et al, in the putolication 
entitled ^^D^'namdc Qualitsr-of^Sexvice: for Hdbile &d Hoc 
Set«ork:s." ilTHE Corp,. 2000- discusses estajjlishing 

25 bandwidth guaranteed QoS routes in sfeall networKs ivhose 

^opQlcgies change at a low tsa medium rate. MirhaRlcak et al. 
are eGacsriied with resource reservation requests which specify 
r range of QoS values while the network laakes a coismitiftent to 
provide service within this range, 
3^. ' .rbe perfonaanca and reliability of reactive routing 

protpcols such as DSH and AODV is a concern in the field of 
mobile ad-hoc networks. Conventional DSR finds multiple, 
paths, but it only uses a single path for the transmission of: 
message dats/mission traffic. The remaining paths isan be 
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feaok^a, but ar. ottm ^t^ala m.r^ needed, Conveatlo..alxy 

M^^a a single path. Failure of the primry path ofte,a^ 
results i.. significant delay because mission traffic mxat waxt 
on a «ew rout® discovex-y proaese t-o eompiete. 

giimma-y y of the Xnyonfe igS: 

in .riew of the foaee^oing backgpotaad, it is tiieretore 
an obnect of the pr^^mt ix^^eatioa to p^ovi4e ^re reliable ^ 
and ^o^e ti^^ly routes M Ibs^ t^^af tie load conce«fe3.^tlon xn 

10 a mobile ad hoc hetwork* 

This and other objects, features, and adtrantages xn 
accordance v^tth the preae«t in^ehtioa are provided by a method 
for romlm m^^^age data from a .source node to a destinat^ion 
node in U rmi>±le ad hoc natwoi:*. I^he mobile ad-hoo network 
15 ihcluding a pMlity of intermediate mobile nodes between the 
source node a«d the destination node, and a plurality of 
wi-ele^s coTmunication links connecting the nodes together. 
Thi mei-hod includes, at the source node, disco-Bering routlhg 
the d..stination node, ranking diBco^er^d routes mcordi^ 
rr. at least one link metric, and distributing the ^.esw to 

the destination node along a plurality of the discovered 
routes based upon the ranking, me lin)c metric may ih^luds a 
lueasurement of link delay, link capacity, link awUable 
capacity, and/or link reliability. 

©istrlbuting the message data may inclade 
distrtbuting duplicate «age data along the plurality of 
disc-^ered routes, and/or distributing different portions or 
the massage data alom each of the plurality of discovered 
routes Also, ranking the discovered routes preferably 
.neludes atorlng rmm entries in a route cache with each 
route entry corresponding to one of the discoyereei routes. 
KacH route entry may include a metric value, a usage factor 
jPd^c^^Mna how much of the message data should be distributed 
to the corresponding route, ahd a timer value for expiring the 
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discovereci route. The route entries itiay be repeated in the 
route cache for different classes of message <lat^. such as 
cielaj^ senjsltive message data aad larg^ volume laessage data. 

The method ruay also include, 0% the s:o»c;o6 n&&^, 
5 intermediate nodes md/or tiife destination node, detecting 
whethea: the node can continue to support the route request 
and:. If not, generating an error iiofeification for a failed 
route, ttpon receiving the ex^sor notification, the source node 
-will purge the failed route from, tlie: discovered £o:utea, and 
10. preferably distribute laessage data aj&ong remaining disco'.ered 
routes. Additionally, tlie aource node may transmit a second 
route request to discover new routing to the destination node 
«hen the nUM>er of discovered routes falls belov^ a threshold. 

Objects, features, and advantages in accordance with 
15: the present Invention are also prQ^rided by a mobile ad hoc 

network including a plurality of mobile nodes, and a plurality 
of wireless comitiunication llnJcs connecting the plurality of 
raobile nodes together. Eaoh mobile node cowrises a 
Gomminications devise to vireles^ly co«nieate with other 
2Q nodes of the plnrality of: nodes via the wireless «unication 
links,, and a controller to route Gmuni cations via the 
coffirtiunicationsi device v fhe controller includes a ro:ute 
discovery unit to diacover routing to a destination node, a 
route: ranking :iinit tO: rank discovered routes according to at 
2S: least one link Metric, and a message data distribution unit to 
distribute the message data to the destination node along a 
plurality of the discovered routes based upon the ranlc. The 
linfe metric Is preferably a measurement of linK delay, link 
capacity, link available capacity, and/ox link reliability* 
30 " ^'he message data distribution unit may di:Stribut:e. 

duplicate message dsta along the plarality of dis^JON^ered 
routes and/or different portions of the :me:ssage data along 
each of the piurality of discovered routes. The routS: ranking 
unit. coBiprises a route cache for storiiif route entries each 
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corresponding to one ot the discovered routes, ^gai.n^ eac^^ 
route ex:itry may include a laetric v^lue, a usage factor 
indiaatinq ho^^ mioh. of the rmssa^ga data .gshouM be Mat^ribtited 

^1^^ corresponding route,, and a tixuar value for :e>cpiring the 
diaco^ered route. ^Uso., the ranJclng unit itiay repeat roi;cte 
^ntrie^ iti the route cache for different classes of message 
data, sudh delay sensitive taessage data and largs^ trpitiitte 

meaaags data > 

AlsQ^. th:e controller may include a route request 
processing imit to determine whether the node: can continue to 
sujjport the route request amir if not, to generate an error 
notification fox a failed route, Tm route ranking unit 
purges failed routes from the discov-ered routes, and the route 
discovery unit diSGOirers new routing to the destination node 
the nuHiber of discovered, routes falls belov^ a threshold < 

Brief De^criptxcn of the Drawings 

FlSs . 1"-^ are sohexitatic diagrams of a mobile; ad hoc 
network in eluding in accordance: with the present invention. 

FIG> S is a flowchart iilustrating the rtiethdd steps 
^or in a mobile ad hoc network in accordance mith the present 
inveht 1 on > 

FIG, 6 is a schejuatio diagraia illustrating a rotster 
of a node in. accordance w±th the network of the present 
invention* 

^1G. 7 is a £?chexuatic diagram illustrating the: 
details of the controller of the roxiter in FIG. 6> 

Detaile d Descri ption o£ the Pre£arred EKa^odi iaents 

The present in"^ention will now be described ^oxb 
fullv hereinafter with reference to the accoi^vpanN^^ing drayrihgSy 
in which preferred extifoodiments of the invention o^m s3>0wn. 
This imrention may^ however, be einbodied In many different 
foms and should not be construed as lijnQtited to the 
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embodiments set fortii herein. Rather, these embod±:^sents are 
provided so that this disclosute will toe thorough and 
coiBplete, and will fully coxrvey the scope of the indention to 
those skilled in the art. Like nuutitoears r««6E to liks elerae^ts 
5 throvighout, aiid priitie notation is used to indicate sijnilar 
elements ia alterhative etabodiiaeats . 

j^s will be appreciated by those skilled in the art, 
portions of the present Iftvention raay foe ejiibodied as .a method, 
data processihf system, or computer program p:c0ducfc. 
iO Aqeoraingly, these portions of the pjresent inventich laay take 
the form of mn entirely hardware eitibodiment, an entirely 
soft%*air© embodd.ment, &x m Sflifoodiment cojRigining software and 
hardware aspects. Ihirthemore, portions of the pre>sent 
Itwenti.on rsay be a comptiter program product on a computer- 
15 usable storage laedium having coraputer readatole program code on 
the medium. Miy sxiitable odmputer readable medluia may be 
titiiised including. b«t not limited to,, static :ahd dyhaiaiG 
storage devices, hard disks, optical storage devices, arid 
magnetic storage de\^ices. 
20 ThB present invention is deseribfed below with 

reference to floxschart illustrations of: methods, systems> and 
coEiptiter :p.i:og;ram products accdrding to an smbodiraes^t of the 
invention. It srill. be understood that blocks of the 
xl lustrations, and cdmfoinations of blocks iji the 
25 illustration's, can be implemerrted by computed p.3£c>sraia 

instructions. computsir program instructions may be 

provided to a. processor of a general purpose corsputer, special 
purpose Gosiputer:, or ofcher progranmable data processing 
apparatus to produce a machine,, such that the instructions, 
30 which execute via the processor of the computer or other 
programmable data processing apparatus, implement the 
fuactions specified in the block or bldGk©:, 

•I'hese computer prosfrsm instructidns may alsd be 
. stored In a coiaputer-reaaable memory that om direct a 
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coiuputer or other progxarraxiable data processing apparatias to 
fuxiction in a particular mamiar, such that the instructions 
stored in the cosriputer-'readable itiemory result In ah articia of 
manufacture including Instruotions whicih implement the 
function specified in th^ flowchart block or hlocks. me 
compnter program Instructioris my also be loacied onto a 
computer or other prograKtmable data proc<j3Sing appsratixs to 
cauae a series of operational step^s to be perforined oh th^ 
computer or oth^r pragra^able apparatus to produce a computer 
implefitented process such th^t the Instructions which execute 
on the coifiputer other prograiuni^ble apparatus provide steps 
for implementing the fxihctions specif i^<i iti the flowchart 

block or blocks* 

Hef erring initially to FIGs. 1-5, a irvethod for in a 

5 mobile ad hoc networic 20 will now be described. The network 
20 includes plurality of inoblle nodes 30 including the: 
source node 1 and the destination node 4 with intermediate: 
nodes 2, 3 and 5 therebetween. The nodes Wr such as laptop 
coxuputera, personal digital assistants (PD&s) or Siobile 

0 phones, are connected by wireless coirixiuihic^tion link:^ $2 as 
would be appreciated by the skilled artisan. We method 
begins (blocX iOO) and includes tran^itting a route, request 
RBSQ f rora the source node 1 to discover routing to the 
destination node 4, as indicated at block 102 in Wm. 5. More 

5 specifioallY, v^hen a new route is needed to a gi^sn 

destinatiori node 4> the source node 1 broadcasts the mSQ 
packet to the destination node. This RREQ packet is similar 
to the conwntlonal HRKQ packet used in a protocol such as DSK 
or M)DVr but may inclxide' a link/route Kietric^ as be 

Q discussed in more detail below. The conventional REEQ 

broadcast is used for -best effort- sermce. The method of 
the present in^enticn may still follow the con^entipnal 
procedures established by the protocol for be3:t effort 
serTlee> 
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Furthermore, at block 104, the method inssludes oach 
intemediate node 2, 3 aad 5 detemining i^hether the node om 
support the roMte request RREQ... If the node cannot sujsport 
the particular request WmQ, th^ the «eqmst is deaied or 
5 simply not forwarded by the xio^& (block 106) Xf the node> 
for example node 3, can support the particular request KREQ, 
then the n©de forwards the rotite request to other interRtsdlate 
nodes 2 and 5 (block 108), and may tempoirarily resef^e node 
resources zor that route request. Intermediate nodes Z and $ 
10 also must determine whether they can support th« seute request 
RRBQ forwarded from node 3. If; so, the route request mm is 
then rgorwardsd to the destination node 4. 

Tm destination node 4, upon reGeiving the route 
r^cpest RKBQv generates a reply mBW to the source node 1 for 
15 each disGovsred route (block 110). in other words, the 
destination node 4 may ha^e received the forwarded route 
re<mest RRBQ from any of various possible routes including:, 
for example, 1-2-4 or 1-3-5-4. A reply mEP is :generated ii* 
each case. At block 112, the source node 1 ranks the 
20 discovered Routes according to one or n^oire link Eie-.rlcs. The 
link metric is preferably a measureiaent of link delay, link 
capaGity, link available capacity., and/or link reliability as 
will be discussed below. 

Eahking the disGovered routes preferably includes 
25 storing route entries in a route cache or table. Bach of the 
route entries corresponds to one of the discovered routes.: 
itlso, each iroute entry itvay -include a itietrie value, a usage 
factor indicating how itiuch of the message data should be 
distributed to the corresponding route, and a timer fox 
30 expiring the discovered route. Some or all of the routes 
entries inay be repeated for different classsB of message 
data/traffic, such as, delay sensitive traffic ahd/d£ large 
volume traffic, fO:^ example:. 
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Kt. block 114 r tha source no<ie 1 then seiLects a 
plurality of routes to the destination Bocle 4^ arid, at block: 
116, the sDTirce noda may transmit route confixmations COW to 
intermediate nodes on the selected rout^ . This Is to oonfirm 
5 the "uae of the xesouroes on the seleofced iroxite in a system 
using a roxiting api?xoaoh other than a best ^ttoxt a:pp^cmch', 
such as quality of sBrvicm roiitirig. 

?asOr at block llSy the :sou3?ce nod^ 1. distributes 
the message ^^ta to the destination node 4 along the plurality 

10 of discc^ered routes> such as routes 1-2-4 and , for 

example. :Distri]:>uting the message data may include 
distributing dx>plicate message data along the plurality of 
discovered routes for iiriproved rel lability/ and/ox 
distributing different portions of the message data along each 

15 of the plurality of disGOvered routes for irt^proved timeliness. 
m used herein, ''laessage data" is intended to include any ^ata 
that my be sent between nodes in the laQbile ad-hoc networ}c> 
including (but not liinited to) ^ixieo data, audio data, 
alphanumeric data, etc.. as would be appreciated by the 

20 sklileci artisan. 

At block 120:^ the intermediate nodes 3 and 5^ 
and/or the destination ixode 4;, may detect at any time whether 
th^ node can continue to support the route requests mm. l£ 
the node cannot contijiue to support the 3?ecjuest mm. then the 

25 node gei^exates ah error notificatidn RBBiR to the source node 
1. mt^r (block 122) the source node 1 may purge the failed 
route, upon recei-^ixxg the error notification RBRR. ^bile 
maintaining the use of the other discovered routes, Bowewr, 
if the nxnirber of discovered routes falls below a certain 

30 threshold, then the source node 1 may again transiait a route 

request RREQ to disaover new routing to the destination nocie 4 
(block 124) . 

The described r^thod can be :ai;^lied to arry type, of: 
0n-Demand or Beactive routing protoooly such as Dynaiaic: Source 



touting (DSR) or Ad~Hoc Or.-Deit-.afta Distance Vector (2.0DV) 
routing, or 1:0 any hybrid proaefcive/xeactive prolpocoi, sucH a« 
zone Routing Protocol (ZRP) . as would fee appreciated W th:e 
skills^ artisan. Tlu, described procedures are easily applied 
B to the DSR protocol . She comrenfci«>«al DSR message t^BS RBSQ. 
RREP, ERER ar.s defined as optiQixal packet tYp:e:$, m<t «aa be 
used as def Ihea for the eohventiohal operation of the protocol 
to support -best effort" traffic In a :bacic«ards compatibility 
mode/t^ew optional packet typ^s ^ay be defliaed to support the 
10 jflsasiareaeiit of certain link metrics , Oefinition of the 

required heads^r fields for tJiess types is straightforward 
based on the functions define^ above. 

As described, the performance of reactive ad hoc 
routiJiS protociOis such as DSR and AODV are improved to provide 
15 :mdr:e rsliai>le and more timely routes with less traffic load 
conce^itratien. Routes are discovered via routs-reciuest; and 
route-reply scheme. It should be noted that cohv^utioiaal OSR 
finds multiple paths, but it only u*es a sincjl^ path fox 
messaqe data -rai^smission while. xsiKalaing paths can be 
20 backups, but are often stale v^hen needed. Conveirtibnally, 
mm finds a single path. Failure of priinary path of tel. 
results la significant delay becatise mission traf fie mast wait 
on a new route disco^rery process to complete, 

AS diseiissed, the ptesSKt invehtloa provides the 
2S discovery and use of multiple routes vrlth appropriate metrics 
for each to the deatihStion. Discovered paths are ranked 
accordlihg to metric and/or traffic class. Routing cachs/table 
is tailored m utilise up to n routes simultan^jously per 
destination {may be used either to distribute the load or for 
30 reliability) . Traf fic is distributed across multiple routes 
according to rank and value Indicated by the path metrics. 
Osage of n paths allows simultaneous maintenance of h paths 
while failure of a single path cjan leave n-l paths stiU 
operational, 
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f&e route cache /table iiic:lvides destination indeices 
into a group of routes {:either source rouifees fs>r SSR ox next 
hop routes for AODV) , Each rout® mtry has a taetsic value, a 
usage factor (e.g. between 0 and I) fehat indicates which 
5 fraction Qf. the traffic load shouM use that route, and a 

timer for expiring the route. In use* oh© of »P to n routes 
is selected aiccosdiiig to any approach that allows the load to 
be shared (such as randoia selection ot a mmid robin servising^ 
acoordiixg to ullage factor) . Rottte entries may also be 
10 repeated for eaeh class of traffic (e.g. using different 
metrics and rankihg for each class) , 

Regarding route failure: Nodes discovering route 
failure generate route error packets (BSRB.) and send back to 
the traffic source. Traffic source purges failed routes froia 
15 cache /table. Traffic source continues to use the n-1 ^^good'' 
routes. If other routes are available (with satisfacto^ty 
metric) then they are added to the table to obtain n routes, 
usage factors are recalculated:. If a failure causes the 
nurober of routes in use to fall belaw a predefined threshold, 
20 a n^^ Eoute discoxrery is initiated to find additional routes. 

kegarding the use of metrics: rohte req:Qest;s arid 
route replies are modified to accoittmodate improwd metrics - 
Dm and AODV cnrrehtly use only hop count which can still be 
used if desired. improved Htetrics can include a Variety of 
2^ measures sucjh as itnk delay, link capacity, link available 

capacity, link reliability. More important metrics xaixy depend 
Oh the traffic class such as: Delay sen.-:itive traffic may 
require routes to be rank-ordered based on the delay metric^: 
I:arge volunse traffic may require routes to be rsnfe-ordered 
30 based on the capaGity metric. 

?he usage factor for each route m my tee calculated 
ast osagemctor (gltek) - F Cxnetricic, f (inetrics for all paths 
used) ) . For large volume traffic, bottleneck capacity atay be: 
used as a metric in evalisating routes - i.e.. 
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UsageFactor (Rtek)-Bot:tleneckGa over all routes 

{SottleKeckCapacifcY far each route)) . 

The iiw^xxtion as specif iGaliy applied to DSR will be 
described. DSR naturally collec-ta rri^iltiple routes but ^>nly 
5 one i3 used* toop frciedom is maintained Mi.th nrultiple routes 
fee cause tHe source route indicates the full patli f],oops are 
easily deteated) - DSK is modified collect appropriat:e 
metrics for each link on tlafe source route. Th^ DSit route 
cache is modified to refle^ct t:he use of multiple rout03 

10 simultaneously :Sor multipls classes^ of traffic using the route 
usage factoris. Banking oJ: routes for each traffic class is 
iinpleTnented in the route cache and the top h route^i for each 
traffic class J^re selected. Because source routes have been 
collected, the ranking process raay include a factor such as 

IS disjointness of paths when deterxainiag which n paths are the 
raost desirable (disjoint paths would provide a set of paths 
that are less likely to he simultaneously disrupted due to 
link/node failures and mobilitvy) . Usage factors for top n 
routes for each traffic class Would be calduiated based upon 

20 the appropriatie path lastrics as indicated above, Traffic 

distribution among several paths is done only at the source 
node, A timer to expire stale routing ca^^he entries inay be 
used {i.e. optional), ^ higher reli^blliily t^raffio class 
which sends defalcate traffic over iriultipl^ routes for higher 

25 reliability xi^y be ixaplemented. Route failure reco^^^ery is 
iiriplexuented as disGussed prsv-iously. This will naturally 
discover aiiy stale routes in the top h routes that are being 
actix;^ely used. 

The inveiition as specifically applied to AOOV will 

3;0 foe describees J^ODV collects only a single route as currently 
defined with path hop count as the metric. Thus, :\0D¥ should 
be modified to collect multiple routes with the appropriate 
metrics * Care should be taken with BPm to ihsuret loop-frea 
routes since it builds next hop relating tables. For example/ 
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the fQllowiiig conservative approach will woxJc;: Modiiey AOm 
route fcable to r-sflect the use of laultipl© routes, the rarxfclng 
of the top n routes . and the usage factors for top :a routfes 
based upon the appropriate path laetricsf select one of the top 
5 n routes the "^best route* - fec> maintain loop-fraecim xt will, 
be ssl.ected in AOD¥ as the freshest minimum hop CGUhfc route: 
{the lesser routes iricluded. in the top ti &m have up to 1 
greater hop count.) ; iJiterraediate nodes r&feurn R&EPs 
desigiTating otiiy their choice for ^^best route*' while the 
10 destinatiou oan return iiiultlple RREFs for paths through 

different naighbors; Seleotion of one of n possible paths 
occurs oftly at the source node - each interiaediat® forwarding 
node aiwai^s forwards a packet along its ^^best ronte", ^hen a 
node rinds a route that is fresher than another route already 
15 in use it doss not have to disaard the other route xmless it 
fails or hop count is too high. Higher reliability traffic 
Glass which sends duplicate traffie over multiple routes for 
higher reliability may be ixnpleiaeiited. Routs failure results 
in generation of RERRs and triggering the failure recovery 
20 proGess as indloted .^be^ve.thus, as descrite>ed, the present 

invahfeion supports oohventtonai ad hoc routingr protocols such 
as DSE and Aom but signif icahtly iinproves perforiiiaace . 
Multiple routesS can be used either for load foalafldirig or 
iftereased probafoility of data traffic delivery. fhe use of 
25 siuitiple routes: oan provide more timely backup routes when 

path failures occur. In roost cases failures will not disrupt 
data traffic other than the traffic temporarily lost on the 
failed link. B.oute discovsry can be initiated before all 
routes have failed reduGing the likelihood of havirig no 
3,0 routes, i.e. route discovery that is initiated after all 
routes are lost will be aiuch rarer. 

Referring now additionally to i'igs. $ and 7, a 
system aspect of the invention will Joe described. A iaoblle ad 
hoc Rfitworfc 20 inoiUdes a plurality of raotoile nodes 30, and a 
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plurality of wireless coinmunicatiGn links 32 Gonaecting feli^ 
pluralitv of saobile nodes together . Sach wofcile licxSfe includes 
a router 40 (FIG. 6) that feas a CGanmunlcatlons devi,ce 42 to 
wlreiessly and uai-direGtionally or bi-direetionally 
S coiRfflUiiieate with other node© via the wireless eoiamimication 
links 32, eind a coxitroilex 44 to route GO»micatlDns via the 
cpaaauiiications device 42. Also, a memory 46 may :b« included 
as past of the oontsollef 44 or in csonn^ction with the 
controller . 

iQ ?i,{5 shown in FIG:- 7, the controller 44 inclLudes a 

route discover:^^ unit SO to tEansKiit the route requests to 
other jiodes to discovfer routing to a destinat.lon node. Aiso, 
a routs :re<5uest processing unit 52 detennines whether the: node 
can support a route request. Furthermore:, the route request- 

IS processing unit 52 detects whether the node can continue to 
support the route reqasst and, if not, generates the error 
notification RERR. A route ranking unit S4 ranks diseov&red 
routes according to one or more link metrics, and a jtieissage 
data distribution unit 58 distrxbutes the message data to the 

2(3 destination node alofif a plural ity of the disco vexed routes 
based upon the rank. Again, the link metric is pxef erafely a. 
laeasursmerit of link delay), link capaoityi, link avS.ilable 
:ca.pa<iity, and/or link reliability.* 

The jtisssage data distribution unit 58 inay distribute 

25 duplicate message data along the plurality of discovered 

routes and/or differerit portions of the message data along 
each of the plurality of discGvered routes. The route ranking 
unit 54 comprises a route cache S6 for storing route entries 
:eac:o corresponding to one of the discovered route s. Again, 

30 <sach route entry may include a metric value, a usage factor 

indicating how much of the message data should be diatributsd 
to the corresponding route, and a timer tQ£ expia?;Lng the 
discave:a;ed route. Also, Zh& ranking unit S4 may repeat route; 
shtrie.9 in th<5 tpute cache: for different, classes of message 
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data, sndh as delay musxti^^ message data and large volme 
rs-iessage data , me route ranking unit 54 j^arges failed routes 
from the discovered routes, and the route disco^^ry m\it SO 
dii^covers new routing to the destlTi^stion node when t^he iiuinbsr 
of discQvsrsd r<>utei5 falla balow a threshold. 



1. A method for roiifeirig mess^ige data from a 
source node to a destination node in a moMle ad hoc netwoa^k 
ocmprising b pluraiib^ of: interxaediate mobile ;nodes hetw^m 
the source: node and th^ dssti^ation nod^, and ^ plurality of 
wireless QOxMiuni cation links connseting the nodes together,: 
the method qorapri^ing: 

at the SQUjroe node, discovering roiiting to the 

destination node; 

at the source node, rainking discowred routes 

according to at. least o^e link metric? and 

at the source node, distributing the message data to 
the destination node along a plurality of the discovered 
routes based upon the ranking. 

2, ^ method accordihg to Claim 1 tA^Lerein ranking 
the diacGvered rout*-s comprises storing roate entries in a 
route cache, each ronte entri^ correspohdlhg to one of the 
discovered rdUtes^ 

3.. 1^ tnethod according to GlaiiR 2 herein each 

route entry includes : 

B ii^etric value for the link inett^ic; and 
5 a usage factor indicating how xauch of the message 

data should be distribnted to the corresponding route. 

4 . R method according to Claim 3 wherein: each 
route entry further includes a timer value for expiring the 

0 discovered route ^ 

5. A xuethod according to Claim 1 further 
comprising, at the source node, detect ix^g failed routeB and 
purging failed routes from the discovered routes,. 
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6. A mobil<B aca hoc network cQxnpriijirig: 
a plurality of mobile nodeB; and- 
a pluraiity ot wireless eoE^unication liaks 
comieGting the pliaraXlty of mofeila nodes together; 
5 eaoh mobile xiocie comprising 

a oojmmuni oat ions device to wirel^ssly 
coxTtrnainicate^ with other nodes of the plurality of 
Ixodes via th^ wireless coixaaunicatipn lirjks, and 

a controller to routs cQKaaynications via the 
IQ coxsiiaimi cations device ^ the cpritroller comprising 

a route disco-very unit to di^cO'ver 
routing to a destination node^ 

a route ranlcing unit to rank discovered 
routes according to at least one link metric, 

IS 

a message data distribution itnit ta^ 
distribute the message data to the destination 
node along a plurality c>t the disooyered 
routes foased upon the rank, 

20 

7 < A. network accGrding to Claim 6 tft?herein the 
route ranking uiiit comprises a roui^e cache tor stoi^lng rdute 
entries each corresponding to one of the disco^erad routes, 

network according to Claiim 7 wherein each 

route entry includes: 

;a metric value for the link inetric; and 

a usage factor indicating how much of the message 

data should be distributed to the corresponding rout^. 



30 



9. K network according to Claim 3 wherein each 
route entry further includes a timer valUO for expiring the: 
di s c o\?e r e d r ou t e , 
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10, network according to Claim 6 wb^erein the 
link m<-t-i:ic: comprises a measureraent of at least one of l.inl<: 
cieiay, link capacity, link available capacity, arid link 
reliability. 

5 

11, A network mm^€i±m to CXaim 6 wherein the: 
GontrollBr furthesr coir^rises a route request procesjsing unit 
to aete^ine whstli^x the node can continue to support 
route request and. if nofe. to generate an error notiflcafeiion 

10: for a :faile<i route. 
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